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Abstract
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This documentpresents therefined, final OneFIT functional and system architecture for

management and control of infrastructure coordinated opportunistic networks (Q@Nsyell ag
the most relevant building blockswhich are the "Cognitive management System for t
Coordination of the Infrastructure" (CSCI) and the "Cognitive Management system fq
Opportunistc Network" (CMON)
This document is an update of the OneRifctional and system architecture described in
deliverable D2.2. This second version of D2.2 is called D2.2.2 fanchdministrative reasong
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The OneFIT projedtl] is a collaborative research projefor operator governed opportunistic
networks (ON). These ONs areordinatedextensions othe infrastructurewhich can be used for
example foroperatorgoverned devicgo-device conmunication opportunistic coverage extensions
and opportunistic capacity extensianBhe solutionwhich can also be used for Proximity Services as
currently studied in 3GPR9], provides enhanced wireless service provision and extended access
capabilities for the Future Internet, through higher resource utilization, lower costs, and
YFEYyF3ASYSyd RSOAAMNBSY ¢ g e privjatidefitics Sadd thie Afth call for
proposals of the 7th framework programme (FP7) of the European Commission for research and
technological development.

This documentthe version 2 of the OneFIT functional and system architecpressentsan update

of the OneFIT functionahnd system architecturelescribed in D2.33] which was published in
February 2011Since that timethe other OneFIT workpackagbaveprogressedn the specification

of the control channels for the cooperation of the cognitive management systems, on algorithms for
enabling opportunistic networks and on prototyping and validation. Based on the feedbéuose
workpackages, the OneFIT architecture for the management and control of infrastructure
coordinated opportunistic networks (ONs) has beefined and additional procedures, e.g. related

to security, arepresented in this document~or administrativeeasons, this document has also the
number D6.4

The most relevant building blocks for the OneFIT Functional Archite¢ieiéfor the cognitive
management andtontrol of infrastructure governed Opportunistic Networdse:

1 the Cognitive management System for the Coordination ofrifrastructure(CSCI) whichs
responsible for the detection of situations where an ON is useful including the ON suitability
determination;

1 the Cognitive Management system for the Opportunistictwdek (CMON) whichis
responsible forthe creation, maintenance and termination of a given ON based on the
context ard policy information provided bthe CSCI.

Further functionalities include théynamic Spectrum ManagemefbSM), theDynamic, Self
Organisng Network Planning and Managemef@SONPM), thdoint Radio Resources Managernen
(JRRM), and th€onfiguration Control Modul@CCM) which areall located above the underlying
Radio AccessTechnologiegRATS).

The System Architecture (Shicludesdifferent options for the mapping of theOneFITbuilding
blocksto network entities

1 RANbased distributed architecture
1 Core Network based centralized Architecture
1 Application Function based centralized Architecture

Further on, security threats are analysed aadsecurity architecture including different security
mechanisms are described.

An introduction onControl Channels for the Cooperation of Cognitive Management Sy&BiitS)

including the C4MS reference mogels well asan overview ondifferent implementation options

including IEEE 802.21, IETF Diameter, 3GPP ANDSF, 3GPP RRC, IEEE 802.11 and Distributed Agents is
given.

Message Sequence Charts (MS@® showcasedor the different OneFIT use caseAt the
beginning of the MSCs, there is a#ly an issue detected, e.g. that a mobile termimalout of
coverage, or that parts of the network are congested. Then, the ON suitability determination is
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startedwhere other nodes can be discovered and a negotiation is made on which nodes may join an
ON. The next step féer a successful negotiatiors the creation ofthe ON. During thge ON
establishment procedures, new links are setup anfl needed, relaying functionalities are
configured.

A short overview on the OneFIT algorithms and proBEonceptactivitiesincludinglinks to further
informationis presentedht the end of the document
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Term ‘ Meaning
3GPP 3" Generation Partnership Project
AAA Authentication, authorization, and accounting
ANDSF Access Network Discovery and Selection Function
AP Access Point
API Application Programmable Interface
AuC Authentication Center
BS Base Station
BSF Bootstrapping Function
c'MS Control Channels for the Cooperation of the Cognitive Management Sy
CA Certification Authority
CCM Configuration Control Module
CCR Cognitive Control Radio
CMON Cognitive Management system for the Opportunistic Network
CPC Cognitive Pilot Channel
CscCli Cognitive management System for the Coordination of the Infrastructur
D2D Deviceto-Device
DSM Dynamic Spectrum Management
DSONPM Dynamic and Sefdrganizing Network Planning and Management
eNB evolved Node B
EPC Evolved Packet Core
ePDG Evolved Packet Data Gateway
ETSI European Telecommunications Standards Institute
eUTRAN evolvedUniversal Terrestrial Radio Accégstwork
FA Functional Architecture
GAN Generic Access Network
GSM Global System for Mobileommunications
HLR Home Location Register
JRRM Joint Radio Resource Management
KPI Key Performance Indicator
LTE Long Term Evolution
MAC Medium Access Control
MME Mobility Management Entitiy
MSC Message Sequence Chart
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NAF Network ApplicatiorFunction

ON Opportunistic Network

OneFIT Opportunistic networks and Cognitive Management Systems for Efficie
Application Provision in the Future InterneT

P2P Peerto-Peer

PCC Policy and Charging Control

PDN Packet Data Network

PKI Public Keynfrastructure

QoS Quiality of Service

RAT Radio Access Technology

RRC Radio Resource Control

RRM Radio Resource Management

RRS Reconfigurable Radio Systems

SA System Architecture

SAP Service Access Point

SLF Subscriber Locator Function

TLS Transport Layer Security

UE User Equipment

UMTS Universal Mobile Telecommunications System

WLAN Wireless Local Area Network
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The OneFIT proje¢l] focuses on the infrastructure guided cognitive management of opportunistic
networks (ONs). ONs are defined as temporary, opergtmerned, coordinated extension of the
infrastructure. ONs ftyically include user terminals and they can include infrastructure elements like
a base station. Home BaSwtions (e.gaHome NodeB) can also be part of an ON.

This document describes thiaunctional Architecture (FA)the S/stem Architecture (SA) gives an
overview on the ChannelSontrol Channels for the Cooperation of Cognitive Management Systems
(C4MS) and shows Message Sequence CHBI&Cs)for the different OneFIT use cases. This
document, D2.2.2 is a refined version of D3]2vhere feedback from the work on control channels,
algorithms, prototyping activities as well as related standardisation activities from 3GPP and ETSI has
been incorporated.

Further on, details are given athe two most relevant buildingolockswhich are the Cognitive
management System for the Coordination of the infrastructu@SCIl) and the Cognitive
Management system for the Opportunistic Network (CMON).

The architecture idased on the business scenarios, technical challenges and system requirements
as described in D2[2] and summarised below.

1.1 Summary on Scenarios

Five different senarios have been identified for OneFIT and described in defaf.1{2]:

1 Scenario 16 h LILI2 NIidzy A G A O 3 BocaSsiiktiarSin vihiehiaSdgvica aaget £
O2yySOG (2 GKS ySGg2N)] 2LISNI G2NRa Ay TFNFadNyz0
the radio access technologiehis scenario covers also the case where a device is moving
out of coverageThe proposed solutioshown inFigurel includes one or more additional
connecteddevicesthat, by creating an opportunistic network, establish a link between the
initial device and the infrastructure, and act as a data relay for this link.

Coverage of the
infrastructure

— Internet

-ﬁi? __ @

|l
, __/Bs#l
_-~" “Operator® Infrastructure

out of direct coverage

Figurel: Opportunistic coverage extension scenario
f Scenario 21 h LILI2 NIODdzyL ) O Ai®@ SEGSyaArzyé RSLIAOGA L+ aAd
access the LJS NJinfrastiiotdre due to the congestion of the available resources at the

serving access node. The solutishown in Figure 2 redirects the traffic through an
opportunistic networkio avoid the congested network segment.
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Coverage of the
infrastructure
=

// \\
s ‘\‘..\
f Opportunistic

\\ Network

— Internet

Figure2: Opportunistic capacity extension scenario

f Scenario 31 L y F dliredsiipNdiied opportunistideviceto-devicey SG g 2 N] Ay 3¢ aK2 g
creation of a infrastructureless opportunistic netwotxetween two or moredevices fothe
local exchange of informatiorie.g. peerto-peer communications, home networking,
locationbasal service providingpublic safety communicatioretc.). In this scenario as
shown inFigure3, the infrastructure governs the ON creation and benefits from the local
traffic offloading, as well asn new serviceopportunities e.g. for Proximity Servic§s9].

\  Coverage of the

/ \ N
/ o, '\ infrastructure
VE#L \
1
/v direct 1
devicp-to-device m —® — Internet
i X
- BS#1
\\
Ao
UE#2

- Opportunistic/
\ Network -
!

A\ /

Figure3: Infrastructure supported opportunistic devid¢e-device networking

 Scenario 4d h LILI2 NIidzy AaGA O GNI FFAO | (BENE I GRS ONWO Si
usage of a local opportunistic network among several devizabare a reduced number of
links to the infrastructure. Thissolution (see Figure 4) allows some degree of traffic
aggregation and caching to improve the overall network performance.
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A i 7 N
- Opportunistic Ty
// \
_\

— Internet

Coverage of the
infrastructure

Figured: Opportunistic traffic aggregation in the radio access network

 Scenario® h LILR2 NIidzy AdGA O NBaz2dz2NOS | J@asdpiitudisti@e y Ay
networks to aggregate both backhaul bandwidth and processing/storage resources on
access nodes. In this cases shown irFigureb, the ON is created oveiccessPoints (AP)
rather than user terminals, thus offering a new focus on system performance improvement.

Figureb: Opportunistic resource agegation in the backhaul network

All these scenarios are dependent on other devices in proximity supgapportunistic networking
mechanismsTherefore,as analysed in more detail for the different scenariotil, the probability
of being able to establish an Olrgely depends on the range of the wireless devioedevice
interface and the number of ON capable devices in a given area.
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